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NEWS

Woman lived hidden in Japan flat

blackhatdc 200

A woman has been arrested in Japan for sneaking into a man’s
house and living in his wardrobe without him knowing.

Police found 58-year-old Tatsuko Hornkawa living in a small storags
space in the house in the southern city of Fukuoka.

r-old man, who had become
d from his fridge.

The house belonged to a 57-yea
suspicious after food chaappe re

So he installed a surveillance system, which filmed the woman as she
walked around in his absence,

On Wednesday afternoon police searched the house and found the
woman in her cubby hole.
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Police spokesman Hiroki Itakura Called the intruder
aySFEdO yR Of SI yé
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Applying the Metaphor

With respect to antforensics,
2yS ¢gleé& 2 0S «a
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Applying the Metaphor

With respect to antforensics,
2yS ¢gleé& 2 0S «a

Avoid secondary storage
remain memory resident

a
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Virtual Memory

LT t NPLISNI & Sy3aA
Not much outside of the page file
Can be captured post mortem

Custom size:

@) System managed size

Mo paging file

Total paging file size for all drives
Minimum allowed: 16 MEB
Fecommended: 1534 MEB

Currently allocated: 1323 MB

black hatcc 200 © 2010 Below Gotham Labs www.belowgotham.com —Kg Z P;log.(P;)
i



There are two challenges that this approach entails
These issues will define our primary design requirements
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Evading Memory Analysis

Administratar: LivekD - livekd

kd> *process 85113d4d98 2

PROCESS 85113498 Sessionld: 1 Cid: 8784 Peh: 7ffdfd@d ParentCid: B544
DirBase: 13ffdBBA ObjectTable: 255353b8 HandleCount: 271.
Image: explorer.exe

THREAD 84fa?7fB Cid A784.8344 Teh: ffdedBB Win32Thread: fccSc34dd
83733198 SvnchronizationEvent

THREAD 8361h7d8 Cid A784.8f84 Teh: Ffd?880 Win32Thread: Ffa9849@
83392d18 SvnchronizationEvent
8476ef583 SvynchronizationEvent

THREAD 85848838 Cid A784.86f4 Teh: ffd8600 Win32Thread: feB@52858
85147798 SvnchronizationEvent
83799718 SvnchronizationEvent

THREAD 836e9h38 Cid B784.0a68 Teh: Mfd3BBB Win32Thread: fcd4Be98
84deedbed MNotificationEwvent
83616a38 SvnchronizationEvent

THREAD #35cac88 Cid 0784_8dcd Teb: Pffdcidd HindZ2Thread: B0B0BOBNA
84fc58hbd  Queuwelbject

s
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Surviving System Restart

ion that best describes why you want to
shut down the computer

Option: T

& shutdown ar restart for an unknown reason

Comment:

dZNA & 2FFAOSNIE

—
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Design Goal #1

Achieve an Acceptable Level of Concealment

Different Approaches

AHide in a Crowd
AActive Concealment
AJump Out of Bounds
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H Ide In a- CrOWd " suchost.exe:1196 Properties =N E=R(F |

Threads TCP/IP Security Environment Strings

Lervires

Image Performance Performance Graph

Display Mame

Basic Idea

AThis is the classic malware tactic
ACreate a new process/thread
Alnject a module into an existing one
ATry to blend in with existing objects

Pemissions
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Hide in a Crowd

Downsides

AThis tactic wilNOt survive careful scrutiny
AStandard live response forensics will unearth this sort of rogue binary

Huh?
QuickTime
e R2SayQu
LISTEMIMG

LISTENING FTP service?
LISTENING
LISTENING
LISTEMIMG

LISTEMIMG

L hum: b LISTEMIMNG

TCPAYE if (= inre sburn: LISTEMIMNG

TCF iFire [aly tuarn: 0 LISTEMIMG
LoP [ [

—
—
—
—
=
—
—
—

LISTEMIMG

Established: 0 Listening: 20 Time Wait: 0 Close Wait: 0
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Active Concealment

Basic Idea

Alnstall a module (e g. a service, driver, injected library, etc)

~

AA2RATE (KS aeéadsSy az2 GKIFad GKS Y2R
Strategy Tactics Objects Affected
Modify Static Elements Hooking IAT, SSDT, GDT, IDT, MSRs

In-PlacePatching

SystemCalls, Driver routines

Detour Patching

System Calls, Driver routines

Modify Dynamiclements | Alter Repositories

Reqistry Hives, Event Logs

DKOM

EPROCESS, DRIVER_SECT

PatchCallbackiables

Module .data, .bss sections
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Active Concealment

Downsides

A 2dzQNBE aidAftf ONBFIAYT 0221 1SSLAY
AKAEG Aad dzyl 2ARI0fS O6AF &2dzQNB dza A
AYou may be able to hide from some tools, but not all of them simultaneously
AThis is the basis farossview detectionwhich has proven effective

How RootkitRevealer Works

Since [jEF'E-iE-tEI‘It rootkits work by changing APL results so that a system view using
Ff in storage, Rootki er : e 5
with that at the |

I| ting, for e
ootk z en the informatio =
APT m‘l rmr seen in the raw scan of a FAT or NTFS volume's file system structures.,
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Active Concealment

Current Trends in Memory Analysis

ASidestep the systerevel APIs (which can be subverted by an intruder)
Anstead, forensic tools parse system data structures directly

MANDIANT Memoryze can:

image the full range of system memolg (not reliant on API calls).

image a process’ entire address space {0 OTST s e process’ loaded DLLs, EXEs,
heaps, and stacks.

image a specified driver or all drivers loaded in memory to disk.

enumerate all running processes (including those hidden by rootkits). For each process,
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Jump out of Bounds

Basic Idea

AEschew direct modification of the targeted operating system
AMVligrate code outside of the OS proper and operate from this vantage point

HidingSpot Example
Host/RootMode | BluePill Project

http://bluepillproject.org/

SMMMode Embleton & Sparks Implementation

http://www.blackhat.com/presentations/blusa08/Embleton_Sparks/BH_US_08 Embleton_Sparks_SMM_Rootkits_Slides.pq

AMTEnvironment Ring-3 Rootkits

http://www.blackhat.com/presentations/blhusa09/TERESHKIN/BHUSARIeshkinRing3RootkiSLIDES. pdf
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Jump out of Bounds

This Trend Highlights a Recurring Theme

AVendors try to counter malware by creating fortified regions of execution
AThis seems like a great idea, until malware finds it way into these regions

Intel® Active Management Technology

Isolate. Proactively blocking incoming
threats, Intel AMT System Defense
contains infected clients before they
impact the network while alerting IT
when critical software agents are
removed.

Proactive alerting

http://www.intel.com/technology/platformtechnology/intetamt
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Jump out of Bounds

Downsides

AThese techniques tend to Heardware dependent

AYou may not have any information on the target platform
Ay az2yYSsS Olasasz Ittt e&2dzQf

Adrninistrater: Command Prompt

C:\>nmap -sS 12.120.184.8
Starting Nmap 5.00 at 2009 - 10- 26 13:35 Pacific Daylight Time

NSE: Loaded 0 scripts for scanning.

Initiating ARP Ping Scan at 13:35

Scanning 12.120.184.8 [1 port]

Completed ARP Ping Scan at 13:35, 0.18s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 13:35

Completed Parallel DNS resolution of 1 host. at 13:35, 0.02s elapsed
Initiating SYN Stealth Scan at 13:35

Scanning 12.120.184.8 [1000 ports]

Discovered open port 80/tcp on 12.120.184.8

Discovered open port 8099/tcp on 12.120.184.8

Completed SYN Stealth Scan at 13:35, 0.26s elapsed (1000 total ports)
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Engineering Concessions

Need to resolve conflicting directives | Stealth

On one hand, we wish to:

AAAYAYATS GKS F220LINAY G 6S tSI @S
AEstablish a presence without creating a new process/thread
Amplement rootkit functionality without creating bookkeeping artifacts
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Engineering Concessions

Need to resolve conflicting directives | Stealth Portability

On one hand, we wish to:
AAAYAYAT S GKS FT220LINAYO ¢S tSI @S

AEstablish a presence without creating a new process/thread
Amplement rootkit functionality without creating bookkeeping artifacts

4 GKS &aryS UAYSE 6SQR tA1S G2Y
ARemain as hardware agnostic as possible

A &aS GSOKy2f23e GKIGQa NBftIlFOAODSTE e
AAvoid writing custom driver code for a specific Intel/OEM chipset
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Engineering Concessions

Professor G.H. Dorr
L g, 2dzZ2 AANE FNB . dzR

The General
daYd adzad Ft 210
FYR 1Aff 2fR

FromThe LadykillersTouchstone Pictures (2004)

'
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Shellcode
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The Benefits of Shellcode

find_kernel32:
push esi

x86 Shellcode offers a degreea)U'[Onomy Xor eax, eax
AG R2S5ayQl Ndiphozxethe | RR Nﬁ?%ee%* o FAE
AMKSNBT2NB: Ad R28ayQi il KS 2 A
A2211SSLIAY3I SYGNASa | N\Bﬁgée@f[giixﬂiﬁ]yéN\
lodsd

mov eax, [eax + 0x8]

jmp find_kernel32_finished
find_kernel32_9x:

mov eax, [eax + 0x34]

lea eax, [eax + 0x7c]

mov eax, [eax + 0x3c]
find_kernel32_finished:

pop esi

ret
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The Benefits of Shellcode

find_kernel32:

x86 Shellcode offers a degree@atifONOMy for oax, eax
AG R28ayQi NEﬁM@MﬂEIRRNﬁgggWM%
AMKSNBT2NB: Ad R28ayQi S KS 2 A
A2211SSLIAY3I SYOGNASa rNswmﬂgﬁﬁySM
lodsd

mov eax, [eax + 0x8]

x86 Shellcode also offers a modicumadrtability find kommoss g omened
A GQa ISYSNItfeée UNFyaTSNBIS ' ONE
mov eax, [eax + 0x3c]
find_kernel32_finished:

pop esi
ret
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The Benefits of Shellcode

find_kernel32:

x86 Shellcode offers a degree@titonomy for oax, eax
AG R2S5ayQl Ndiphozxethe | RR Nﬁ?%ee%* o FAE
MKSNBTF2NB: Al R2SayQi i KS 2 A
A2211SSLIAY3I SYOGNASa rNswmﬂgﬁﬁySM

lodsd
mov eax, [eax + 0x8]

x86 Shellcode also offers a modicumadrtability find kommoss g omened
A GQa ISYSNItfeée UNFyaTSNBIS ' ONE
mov eax, [eax + 0x3c]
find_kernel32_finished:

¢ Kdza = ¢ S odaddlesgrouwnr | o
ANe want to rely as little as possible on native facilities
AAny facilities that we invoke can be used to detect us
ABut we also want to avoid excessive hardware dependence
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The Drawbacks of Shellcode

ARaw assembly shellcodefRAIOUSto write
ALogic can get lost in all those statements

AAs a result, it can be prone sUbtle bugs
AANd also be generally difficult to maintain
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