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Police spokesman Hiroki Itakura Called the intruder 
άƴŜŀǘ ŀƴŘ ŎƭŜŀƴέ  
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With respect to anti-forensics,
ƻƴŜ ǿŀȅ ǘƻ ōŜ άƴŜŀǘ ŀƴŘ ŎƭŜŀƴΥέ

Applying the Metaphor
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With respect to anti-forensics,
ƻƴŜ ǿŀȅ ǘƻ ōŜ άƴŜŀǘ ŀƴŘ ŎƭŜŀƴΥέ

Applying the Metaphor

Avoid secondary storage

remain memory resident 
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LŦ tǊƻǇŜǊƭȅ ŜƴƎƛƴŜŜǊŜŘΧ
Not much outside of the page file
Can be captured post mortem  
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There are two challenges that this approach entails 
These issues will define our primary design requirements 
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Evading Memory Analysis
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Surviving System Restart

/ŀƭƭ ǘƘŜ ǎŜŎǳǊƛǘȅ ƻŦŦƛŎŜǊΣ LΩǾŜ ōŜŜƴ ǊƻƻǘŜŘ
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Design Goal #1 
Achieve an Acceptable Level of Concealment

Different Approaches

ÁHide in a Crowd
ÁActive Concealment
ÁJump Out of Bounds
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Hide in a Crowd

Basic Idea: 

ÁThis is the classic malware tactic
ÁCreate a new process/thread
ÁInject a module into an existing one
ÁTry to blend in with existing objects
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Hide in a Crowd

Downsides: 

ÁThis tactic will not survive careful scrutiny

ÁStandard live response forensics will unearth this sort of rogue binary 

Huh? 
QuickTime 
ŘƻŜǎƴΩǘ Ǌǳƴ ŀƴ 
FTP service?
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Active Concealment

Basic Idea:

ÁInstall a module (e.g. a service, driver, injected library, etc.)
ÁaƻŘƛŦȅ ǘƘŜ ǎȅǎǘŜƳ ǎƻ ǘƘŀǘ ǘƘŜ ƳƻŘǳƭŜΩǎ ǇǊŜǎŜƴŎŜ ƛǎƴΩǘ ǊŜŀŘƛƭȅ ŘŜǘŜŎǘŀōƭŜ

Strategy Tactics Objects Affected

Modify Static Elements Hooking
In-PlacePatching
Detour Patching

IAT, SSDT, GDT, IDT, MSRs
SystemCalls, Driver routines
System Calls, Driver routines

Modify DynamicElements Alter Repositories
DKOM
PatchCallbackTables

Registry Hives, Event Logs
EPROCESS, DRIVER_SECTION
Module .data, .bss sections
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Active Concealment

Downsides: 

Á̧ ƻǳΩǊŜ ǎǘƛƭƭ ŎǊŜŀǘƛƴƎ ōƻƻƪƪŜŜǇƛƴƎ Řŀǘŀ ŜƴǘǊƛŜǎ ƛƴ h{ Řŀǘŀ ǎǘǊǳŎǘǳǊŜǎ
Á¢Ƙƛǎ ƛǎ ǳƴŀǾƻƛŘŀōƭŜ όƛŦ ȅƻǳΩǊŜ ǳǎƛƴƎ ƴŀǘƛǾŜ ŦŀŎƛƭƛǘƛŜǎ ǘƻ ƭƻŀŘ ǘƘŜ ƳƻŘǳƭŜύ
ÁYou may be able to hide from some tools, but not all of them simultaneously
ÁThis is the basis for cross-view detection, which has proven effective 
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Active Concealment

Current Trends in Memory Analysis: 

ÁSidestep the system-level APIs (which can be subverted by an intruder)
ÁInstead, forensic tools parse system data structures directly 
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Jump out of Bounds

Basic Idea: 

ÁEschew direct modification of the targeted operating system
ÁMigrate code outside of the OS proper and operate from this vantage point

HidingSpot Example

Host/RootMode BluePill Project 
http://bluepillproject.org/

SMMMode Embleton & Sparks Implementation
http://www.blackhat.com/presentations/bh-usa-08/Embleton_Sparks/BH_US_08_Embleton_Sparks_SMM_Rootkits_Slides.pdf

AMTEnvironment Ring -3 Rootkits
http://www.blackhat.com/presentations/bh-usa-09/TERESHKIN/BHUSA09-Tereshkin-Ring3Rootkit-SLIDES.pdf
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Jump out of Bounds

This Trend Highlights a Recurring Theme: 

ÁVendors try to counter malware by creating fortified regions of execution
ÁThis seems like a great idea, until malware finds it way into these regions

http://www.intel.com/technology/platform-technology/intel-amt/
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Jump out of Bounds
Downsides: 

ÁThese techniques tend to be hardware dependent
ÁYou may not have any information on the target platform
ÁLƴ ǎƻƳŜ ŎŀǎŜǎΣ ŀƭƭ ȅƻǳΩƭƭ ƘŀǾŜ ǘƻ ǎǘŀǊǘ ǿƛǘƘ ƛǎ ŀ ōǳƴŎƘ ƻŦ ƻǇŜƴ ǇƻǊǘǎ

C:\ >nmap - sS 12.120.184.8

Starting Nmap 5.00 at 2009 - 10- 26 13:35 Pacific Daylight Time

NSE: Loaded 0 scripts for scanning.
Initiating ARP Ping Scan at 13:35
Scanning 12.120.184.8 [1 port]
Completed ARP Ping Scan at 13:35, 0.18s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 13:35
Completed Parallel DNS resolution of 1 host. at 13:35, 0.02s elapsed
Initiating SYN Stealth Scan at 13:35
Scanning 12.120.184.8 [1000 ports]
Discovered open port 80/tcp on 12.120.184.8
Discovered open port 8099/tcp on 12.120.184.8
Completed SYN Stealth Scan at 13:35, 0.26s elapsed (1000 total ports)
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Engineering Concessions

Need to resolve conflicting directives

On one hand, we wish to:

ÁaƛƴƛƳƛȊŜ ǘƘŜ ŦƻƻǘǇǊƛƴǘ ǿŜ ƭŜŀǾŜ ƛƴ ǎȅǎǘŜƳΩǎ Řŀǘŀ ǎǘǊǳŎǘǳǊŜǎ
ÁEstablish a presence without creating a new process/thread
ÁImplement rootkit functionality without creating bookkeeping artifacts

Stealth
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On one hand, we wish to:

ÁaƛƴƛƳƛȊŜ ǘƘŜ ŦƻƻǘǇǊƛƴǘ ǿŜ ƭŜŀǾŜ ƛƴ ǎȅǎǘŜƳΩǎ Řŀǘŀ ǎǘǊǳŎǘǳǊŜǎ
ÁEstablish a presence without creating a new process/thread
ÁImplement rootkit functionality without creating bookkeeping artifacts

!ǘ ǘƘŜ ǎŀƳŜ ǘƛƳŜΣ ǿŜΩŘ ƭƛƪŜ ǘƻΥ

ÁRemain as hardware agnostic as possible 
Á¦ǎŜ ǘŜŎƘƴƻƭƻƎȅ ǘƘŀǘΩǎ ǊŜƭŀǘƛǾŜƭȅ ǘǊŀƴǎŦŜǊŀōƭŜ ŀŎǊƻǎǎ ǘƘŜ LƴǘŜƭ ǇƭŀǘŦƻǊƳ
ÁAvoid writing custom driver code for a specific Intel/OEM chipset 

Stealth Portability
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Engineering Concessions

Professor G.H. Dorr: 
ά¸ƻǳΣ ǎƛǊΣ ŀǊŜ ŀ .ǳŘŘƘƛǎǘΦ Lǎ ǘƘŜǊŜ ƴƻǘ ŀ ΨƳƛŘŘƭŜΩ ǿŀȅΚέ

The General: 
άaƳΦ aǳǎǘ Ŧƭƻŀǘ ƭƛƪŜ ŀ ƭŜŀŦ ƻƴ ǘƘŜ ǊƛǾŜǊ ƻŦ ƭƛŦŜΦΦΦ 
ŀƴŘ ƪƛƭƭ ƻƭŘ ƭŀŘȅΦέ

From The Ladykillers, Touchstone Pictures (2004)
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hƴŜ tƻǘŜƴǘƛŀƭ aƛŘŘƭŜ tŀǘƘΧ  
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Shellcode  
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¸ƻǳ IŜŀǊŘ aŜΧ {ƘŜƭƭŎƻŘŜ  
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x86 Shellcode offers a degree of autonomy
ÁLǘ ŘƻŜǎƴΩǘ ǊŜǉǳƛǊŜ ŀŘŘǊŜǎǎ ŦƛȄ-ups to execute
Á¢ƘŜǊŜŦƻǊŜΣ ƛǘ ŘƻŜǎƴΩǘ ǳǎŜ ǘƘŜ ²ƛƴŘƻǿǎ ƭƻŀŘŜǊ
Á.ƻƻƪƪŜŜǇƛƴƎ ŜƴǘǊƛŜǎ ŀǊŜƴΩǘ ƎŜƴŜǊŀǘŜŘ ƛƴ ǘƘŜ ƪŜǊƴŜƭ

find_kernel32:
push esi
xor eax, eax
mov eax, fs:[eax+0x30]
test eax, eax
js find_kernel32_9x

find_kernel32_nt:
mov eax, [eax + 0x0c]
mov esi, [eax + 0x1c]
lodsd
mov eax, [eax + 0x8]
jmp find_kernel32_finished

find_kernel32_9x:
mov eax, [eax + 0x34]
lea eax, [eax + 0x7c]
mov eax, [eax + 0x3c]

find_kernel32_finished:
pop esi
ret

The Benefits of Shellcode
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ÁRaw assembly shellcode is tediousto write

ÁLogic can get lost in all those statements

ÁAs a result, it can be prone to subtle bugs
ÁAnd also be generally difficult to maintain 

The Drawbacks of Shellcode


