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ά¢ƘŜ ¦ƴƛǘŜŘ {ǘŀǘŜǎ ƛǎ ŦƛƎƘǘƛƴƎ ŀ ŎȅōŜǊ-war today, and we are losing. 
LǘΩǎ ǘƘŀǘ ǎƛƳǇƭŜΦέ 



Cyberwar = Events+ Hypothetical Events 
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ά{ŜǾŜǊŀƭ ǇǊƻƳƛƴŜƴǘ intelligence sources confirmed that there were a series of cyber 
attacks in Brazil: one north of Rio de Janeiro in January 2005 that affected three cities 
and tens of thousands of people, and another, much larger event beginning on Sept. 
нсΣ нллтΦέ 
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ά¢ƘŜ ŜŀǊƭƛŜǎǘ ŜȄǇƭŀƴŀǘƛƻƴ ŦƻǊ ǘƘŜ ōƭŀŎƪƻǳǘ ŎŀƳŜ ŦǊƻƳ CǳǊƴŀǎ ǘǿƻ Řŀȅǎ ŀŦǘŜǊ ǘƘŜ 
Sept. 26, 2007, incident began. The company announced that the outage was 
caused by deposits of dust and soot from burning fields in the Campos region of 
9ǎǇƛǊƛǘƻ {ŀƴǘƻΦ Ψ¢ƘŜ ŎƻƴŎŜƴǘǊŀǘƛƻƴ ƻŦ ǘƘŜǎŜ ǊŜǎƛŘǳŜǎ ǿƻǳƭŘ ƘŀǾŜ ōŜŜƴ 
ŜȄŀŎŜǊōŀǘŜŘ ōȅ ǘƘŜ ƭŀŎƪ ƻŦ Ǌŀƛƴ ƛƴ ǘƘŜ ǊŜƎƛƻƴ ŦƻǊ ŜƛƎƘǘ ƳƻƴǘƘǎΣΩ ǘƘŜ ŎƻƳǇŀƴȅ 
ǎŀƛŘΦέ
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Jim Lewis, Director
Center for Strategic and International Studies

ά{ƻƳŜ ŦƻǊŜƛƎƴ ǇƻǿŜǊ ǿŀǎ ŀōƭŜ ǘƻ ƎŜǘ
Into their [CENTCOM] networks. And sit there
And see everything they did. That was a major
tǊƻōƭŜƳΦ !ƴŘ ǘƘŀǘΩǎ ǊŜŀƭƭȅ ƘŀŘ ŀ ōƛƎ ŜŦŦŜŎǘ ƻƴ
5ΦhΦ5Φέ
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άLƴ ƭŀǘŜ нллуΣ agent.btzbegan infecting U.S. military machines, and that 
bƻǾŜƳōŜǊΣ ƛǘ ǿŀǎ ŎŀǊǊƛŜŘ ƛƴǘƻ /9b¢/haΩǎ ŎƭŀǎǎƛŦƛŜŘ ƴŜǘǿƻǊƪ ƻƴ ŀ ¦{. 
ǘƘǳƳō ŘǊƛǾŜέ

Urban Legend Watch: Cyberwar Attack on US Central Command

ά.ŀŎƪŘƻƻǊǎ ǊŜǉǳƛǊŜ ŎƻƴƴŜŎǘƛǾƛǘȅ ǘƻ ōŜ ƻŦ ŀƴȅ ǳǎŜ ǘƻ ƛƴǘǊǳŘŜǊǎΦ /ƭŀǎǎƛŦƛŜŘ 
computer networks are not connected to the internet, therefore intruders 
would have no way of exploiting the backdoor, or, indeed, of even knowing 
ǘƘŀǘ ŀƎŜƴǘΦōǘȊ ƘŀŘ ŦƻǳƴŘǎ ƛǘǎ ǿŀȅ ƛƴǘƻ ǘƘŜ /9b¢/ha ƴŜǘǿƻǊƪέ



Cyberwar = Events + Hypothetical Events 
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ά/ȅōŜǊǎǇƛŜǎ ƘŀǾŜ ǇŜƴŜǘǊŀǘŜŘ ǘƘŜ ¦Φ{Φ ŜƭŜŎǘǊƛŎŀƭ ƎǊƛŘ ŀƴŘ ƭŜŦǘ ōŜƘƛƴŘ 
software programs that couldbe used to disrupt the system, according to 
current and former national-ǎŜŎǳǊƛǘȅ ƻŦŦƛŎƛŀƭǎΦέ



Cyberwar            Crisis Mentality
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Crisis Mentality           Poor Risk Assessment

2010 Below Gotham Labs           www.belowgotham.com



Cyberwar Semantics 

Are recent events really acts of war?
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ά¢ƘŜǎŜ ōŀǘǘƭŜǎ ŀǊŜ ƴƻǘ ƘȅǇƻǘƘŜǘƛŎŀƭΦ DƻƻƎƭŜΩǎ ƴŜǘǿƻǊƪǎ ǿŜǊŜ ƘŀŎƪŜŘ
ƛƴ ŀƴ ŀǘǘŀŎƪ ǘƘŀǘ ōŜƎŀƴ ƛƴ 5ŜŎŜƳōŜǊέ
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άLƴ ƳƛŘ-December, we detected a highly sophisticated and targeted attack on our 
corporate infrastructure originating from China that resulted in the theft of 
intellectual property ŦǊƻƳ DƻƻƎƭŜέ



Theft of Intellectual Property?

This sounds more like espionage
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ά/ȅōŜǊǿŀǊέ ŀǎ ŀ ǇǊŜǘŜȄǘ

A crisis mentality makes us susceptible
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Deterrence

The best defense: 

Is a good offense
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¢Ƙƛǎ wŜǉǳƛǊŜǎΧ

Offensive weaponry
ÁR&D ($$$)

ÁHuman Capital ($$$)

ÁDeployment ($$$)
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ά[ƻŎƪƘŜŜŘΣ .ƻŜƛƴƎΣ wŀȅǘƘŜƻƴΣ {!L/ ŀƴŘ ƻǘƘŜǊ ōƛƎ ƎƻǾŜǊƴƳŜƴǘ 
contractors have been creating their own cybersecurity divisions, 
hiring network security staff or buying up smaller security firms to 
ŀǳƎƳŜƴǘ ǘƘŜƛǊ ƻǿƴ ŎǊŜŘŜƴǘƛŀƭǎΦέ



The Issue of Attribution
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These weapons are useless

LŦ ǿŜ ŎŀƴΩǘ ƛŘŜƴǘƛŦȅ ŀǘǘŀŎƪŜǊǎ
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ά!ǘ ǘƘƛǎ ǘƛƳŜΣ ǘƘŜǊŜ ƛǎ ǾŜǊȅ ƭƛǘǘƭŜ ŀǾŀƛƭŀōƭŜ ƛƴ ǘŜǊƳǎ ƻŦ
ŀǘǘǊƛōǳǘƛƻƴΧ²ƘƛƭŜ tŜƴƎ ¸ƻƴƎ ƛǎ ŎƭŜŀǊƭȅ ǘƻƭŜǊŀƴǘ ƻŦ ŎȅōŜǊ ŎǊƛƳŜ
operating through his domain services, this does not indicate
ƘŜ Ƙŀǎ ŀƴȅ ŘƛǊŜŎǘ ƛƴǾƻƭǾŜƳŜƴǘ ǿƛǘƘ !ǳǊƻǊŀέ



Even when we thought we knew

We were wrong

And we tended to overreact 
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Rep. Peter Hoekstra (R-Michigan)

House Intelligence Committee

ά²ƘŜǘƘŜǊ ƛǘ ƛǎ ŀ ŎƻǳƴǘŜǊŀǘǘŀŎƪ ƻƴ ŎȅōŜǊΣ 
whether it is, you know, more international 
sanctions . . . but it is time for America and 
South Korea, Japan and others to stand up to 
North Korea or the next time . . . they will go 
in and shut down a banking system or they 
will manipulate financial data or they will 
manipulate the electrical grid, either here 
ƻǊ ƛƴ {ƻǳǘƘ YƻǊŜŀέ
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ά/ȅōŜǊǿŀǊέ ŀǎ ŀ ǇǊŜǘŜȄǘ

Attribution through surveillance
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ά¢ƘŜ ǇǊƛǾŀǘŜ ǎŜŎǘƻǊ ƴŜŜŘǎ ǘƻ ōŜ ŀōƭŜ ǘƻ 
share network information 
-- on a controlled basis ς
ǿƛǘƘƻǳǘ ƛƴǾƛǘƛƴƎ ƭŀǿǎǳƛǘǎέ 

Mike McConnell
Former DNI
Senior VP Booz Allen Hamilton



Welcome to the Global 
Panopticon
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