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The Washington Post

Mike McConnell on how to win the cyber-war we're losing

Bv Mike McConnell
Sunday. February 28, 2010; BO1
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Cyberwar £vents+ Hypothetical Events

2010 Below Gotham Labs www.belowgotham.com —Kpg Z P;log,.(P;)
i



60 MINUTES

Cyber War: Sabotaging the System

60 Minutes: Former Chief of National Intelligence Says U.S. Unprepared for Cyber Attacks

G { SOS NI { inteliBnrersguReSinfirmed that there were a series of cyber
attacks in Brazil: one north of Rio de Janeiro in January 2005 that affected three

and tens of thousands of people, and another, much larger event beginning on
HCX HANT P
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Brazilian Blackout Traced to Sooty Insulators, Not Hackers

G¢KS SINIASald SELXIFYylFGA2Y F2N) GKS

Sept. 26, 2007, incident began. The company announced that the outage
caused by deposits of dust and s&oim burning fields in the Campos region
QALIANRGZ2 {Iyl2d WEeKS O2yOSYUNFGAZ2
SEIF OSNBIF SR o6& (G4KS 101 2F NIAYy A
al A Rog
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MINUTES

Jim Lewis, Director

Center for Strategic and International Studies

G{2YS F2NBAIY LI2FSNI ¢
Into their [CENTCOM] networks. And sit there
And see everything they did. That was a majol
t NROofSY®DP ' yR GKIFGQa
5®h &5 d¢
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Urban Legend Watch: Cyberwar Attack on US Central Comman

f | dgéht.bizbegay iBfecting U.S. military machines, and that
YOSNE AG0 o1& OFNNASR Ayiaz [/ ¢

RNRA OS¢

G. Ol R22NAE NBIdZANBE O2yySOuUAOQGAGE
computer networksare not connected to the interngherefore intruders
would have no way of exploiting the backdoor, or, indeed, of even kno
0KFG F3Sydoodl KIFEIR F2dzyRa Ada gl
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Cyberwar = EventsHypothetical Events
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THE WALL STREET JOURNAL

TECHHOLOGEY PR

Electri 11:'1tv (ﬂ 1d in U.S. Penetrated By Spies

G/ 80 SNBLASAE KI @S LISYSINYiGSR 0KS
software programs thatouldbe used to disrupt the system, according to
current and former nationali S OdzNA G & 2F FAOA Ll f & ®¢
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Cyberwar—>  Crisis Mentality
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Crisis Mentality—>  Poor Risk Assessm

THERE'S A THIN LINE
BETWEEN LIFE AND DEATH.
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Cyberwar Semantics

Are recent events really acts of war?
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The Washington Post

Mike McConnell on how to win the cyber-war we're losing

Bv Mike McConnell
Sunday. February 28, 2010; BO1
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& L y -D¥ckniber, we detected a highly sophisticated and targeted attack on o
corporate infrastructure originating from China that resulted in theft of
intellectual propertyf N2 Y D22 3f S¢
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Theft of Intellectual Property?

This sounds more like espionage
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A crisis mentality makes us susceptible
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Deterrence

The best defense:
|s a good offense
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Offensive weaponry
AR&D ($$9%)
AHuman Capital ($$$)
ADeployment ($$$)
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NETWORKWORLD

Defense Stalwarts See Cash in Cybersecurity

— Tim Greene, MNetwork World

G 201 KSSRX . 2SAy3a wleéilKS2y]
contractors have been creating their own cybersecurity divisio
hiring network security staff or buying up smaller security firms
' dZAYSY Ul UKSANI 26y ONBRSYUAL T
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The Issue of Attribution

These weapons are useless
LT 6S OFyQu A

o
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! G GKAA GAYSEI GKSNB A& OSNE
FGOONROdzOAZ2Y X2 KAES tSy3 | 2y3
operating through his domain services, this does not indicate
KS KIFa yed RANBOU Ay@2f 0SYS
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Even when we thought we knew

We were wrong
And we tended to overreact
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THE WALL STREET JOURNAL

TECHMOLOGEY

Cyber Bhtz Hltb U.S., Km'ea

Simple Attack on Government, Businesses Exposes Vulnerability; Pyongyang Suspected

I§R}AD
THREAT LEVEL

Lawmaker Wants ‘Show of Force’ Against North Korea for
Website Attacks

By Kim Zetter B Juhy 10, 2008 | 1:45 pm | Categories: Cvbersecurity
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Rep. Peter Hoekstrawichigan)

House Intelligence Committee

G2 KSUKSNI Ad0 A& | O2dzyi
whether it is, you know, more international
sanctions . . . but it is time for America and
South Korea, Japan and others to stand up to
North Korea or the next time . . . they will go

iIn and shut down a banking system or they

will manipulate financial data or they will
manipulate the electrical grid, either here

2NJ AY {2dziK Y2NBI €
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PCWorld

UK, not North Korea, source of DDOS attacks,
researcher says

Martyn Williams (IDG News Service) 14 July, 2009 15:02 & Comments (10) Like
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G Global Digital Broadcast

the future of television

Press Release

14
Jul 08

DDoS on US and South Korea

Global Digital Broadcast Limited were aware of the circumstance in the middle of Monday night and due to the
nature and potential location it was coming from, have treated it with utmost severity. Qur engineers quickly
discounted it as coming from a Maorth Korean Government site, as suggested and was tracked back to the source
which was on a VPN circuit in Miami.
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Attribution through survelillance
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2010 Below Gotham Labs

Mike McConnell

Former DNI
Senior VP Booz Allen Hamilton

G¢KS LINAGI OGS aS00z2
share network information

--on a controlled basig
gAOUK2dz0 AYOAGAY 3T f
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Welcome to the Global
Panopticon
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