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The Washington Post

Mike McConnell on how to win the cyber-war we're losing

Bv Mike McConnell
Sunday. February 28, 2010; BO1

“The United St aitwersoday ahd we argldsingi n
|l t's that simple.”
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Cyberwar = + Hypothetical Events
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60 MINUTES

Cyber War: Sabotaging the System

60 Minutes: Former Chief of National Intelligence Says U.S. Unprepared for Cyber Attacks

“Sever al ineligenoe souecasinfirmed that there were a series of cyber
attacks in Brazil: one north of Rio de Janeiro in January 2005 that affected three cities

and tens of thousands of people, and another, much larger event beginning on Sept.
2 6, 2007 .7
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WEYR}IH D
THREAT LEVEL

Brazilian Blackout Traced to Sooty Insulators, Not Hackers

“The earl i est explanation for the
Sept. 26, 2007, incident began. The company announced that the outage was
caused by deposits of dust and sfroin burning fields in the Campos region of
Espirito Santo. ‘' The concentratio
exacerbated by the | ack of rain i
sai d.”
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80 MINUTES

Jim Lewis, Director

Center for Strategic and International Studies
“Some foreign power \
Into their [CENTCOM] networks. And sit there
And see everything they did. That was a major
Probl em. And that’'s
D. O. D."7
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WHEYR}IH D
THREAT LEVEL

Urban Legend Watch: Cyberwar Attack on US Central Command

“I n | adagent.bPziedarBinfecting U.S. military machines, and that

November, |t was carried i1 nto
t humb dri ve”

“Backdoors require connectivity
computer networks are not connected to the interngherefore intruders
would have no way of exploiting the backdoor, or, indeed, of even knowing
that agent. btz had founds i1Its wg
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Cyberwar = Events +
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Attackers Will CrippleOur Power Grid
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THE WALL STREET JOURNAL

TECHHOLOGEY PR

Electri 11:'1tv (ﬂ 1d in U.S. Penetrated By Spies

‘*Cyberspies have penetrated t he
software programs that couldbe used to disrupt the system, according to
current and former nationalks ecur ity officials.”’
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More Likely Threats

What ' s Actually Cause
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What caused the power crisis in California? And who's profiting?

“I'n the spring and summer o
the energy market in California...rolling blackouts hit in January
2001 for two straight days.

“l believe that the deregul ation
take advantage of the situation?
—Wi Il I am

U.S. Secretary of Energy, 1998-2001

http://www.pbs.org/wgbh/pages/frontline/shows/blackout
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San Bruno fire levels neighborhood - gas explosion
h-

“Experts say the Cal
epitomizes the risks that communities

face with old gas lines. The pipe was

more than 50 years old —right around
the life expectancy for steel pipel

was part of a transmission line that in
one section had an

ri sk of failure.?”
—Garance Bur ke ¢
“Aging Gas Pipe at Ri
Associated PresSeptember 14, 2010
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Attackers Will DestroyOur Financial System
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Two banks 1 n New Yor k Ci

Qur economy i1s $14 trilli1or

world view was successful in attacking that information and

destroying the data, it could have a devastating impact,

not only on the nation, but
—Mi ke Mc C

NPR intelligendeebate

June 2010
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More Likely Threats

Wh a fActuslly Undermined Our
Financial System?
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FRONTLINE 1nNsIpe THE MELTDOWN

As the housing bubble burst and trillions of
dollars' worth of toxic mortgages began to go
bad in 2007, fear spread through the massive
firms that form the heart of Wall Street.

On Thursday, Sept. 18, 2008, the astonished
leadership of the U.S. Congress was told in a
private session by the chairman of the Federal
Reserve that the American economy was in
grave danger of a complete meltdown within a
matter of days.

http://www.pbs.org/wgbh/pages/frontline/meltdown
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With Regard to Our Infrastructure

We seem to do a damn fine job
Of subverting its integrity all on our own!
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Why Destroy Our Infrastructure?

Espionage is much more profitable
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Vladmir Kryuchkov

KGB Chairman, 1988-1991

“I'ntell 1 gence 1 s probabl:
in the country. It pays its expenses with dividends.

One single operation, concerning outer space, pumped
500 mill i1t on dollars i1 nto
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Hypothetical Threats =—> Crisis Mentality
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THERE'S A THIN LINE
BETWEEN LIFE AND DEATH.

SAN Francisco
STATE UNIVERSITY

2010 Below Gotham Labs www.belowgotham.com —Kpg Z P;log,.(P;)
i



By Bruce Schneier, Special to CHM

There's a certain blindness that comes from worst-case thinking. An
extension of the precautionary principle, it involves imagining the worst
possible outcome and then acting as if it were a certainty. It substitutes
imagination for thinking, speculation for risk analysis and fear for reason.
It fosters powerlessness and vulnerability and magnifies social paralysis.
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Cyberwar Semantics

Are recent events really acts of war?
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The Washington Post

Mike McConnell on how to win the cyber-war we're losing

Bv Mike McConnell
Sunday. February 28, 2010; BO1

“These battles are not hypothet.
i n an attack that began I n
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“ 1 n -Denembler, we detected a highly sophisticated and targeted attack on our
corporate infrastructure originating from China that resulted in the theft of

intellectual propertf r om Googl e
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Theft of Intellectual Property?

This sounds more like espionage
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“"Cy ber WRratekt a s

A crisis mentality makes us susceptible
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Deterrence

The best defense
Is a good offense
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Thi s

Offensive weaponry

R&D
Human Capital
Deployment & Maintenance
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I m Intelligence Squared

P
i‘ “The threat of cyber wa
|

e

exaggerated and | think it's being done

for a reason. This is a power grab by government.
‘ What Mike McConnell didn't mention

\ﬂ l ~isthat grossly exaggerating a threat of cyberwar

% | A is incredibly profitable ”
A

-Bruce Schneier
NPR intelligerid@ebate

June 2010
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Just How Profitable Is It?

See Dana Priest an
Top Secret America Project

http://projects.washingtonpost.com/top-secret-america/
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GENERAL DYNAMICS
Strength On Your Side®

Revenue from General Dy n
and information-related divisions, where the majority

of its top-secret work is done, climbed to $10 billion in
the second quarter of 2009, up from $2.4 billion in 2000,
accounting for 34 percent of its overall revenue last year.

“Nati onal ¢
Washington Post7/20/2010
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NETWORKWORLD

Defense Stalwarts See Cash in Cybersecurity

— Tim Greene, MNetwork World

“Lockheed, Boeing, Raytheon, SAIC and other big government
contractors have been creating their own cybersecurity divisions,
hiring network security staff or buying up smaller security firms to
augment their own credenti al
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The Issue of Attribution

These weapons are useless
| f we can’t |

SAN Francisco
STATE UNIVERSITY

2010 Below Gotham Labs www.belowgotham.com —Kpg Z P;log.(P;)
i



“At t hi s verty itk available in terens of S
attribution.. Whi | e Peng Yong is <cl e
operating through his domain services, this does not indicate

he has any direct i1 nvol vemen
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Even When We Thought We Knew

We were wrong
And we tended to overreact
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THE WALL STREET JOURNAL

TECHMOLOGEY

Cyber Bhtz Hltb U.S., Km'ea

Simple Attack on Government, Businesses Exposes Vulnerability; Pyongyang Suspected

WESRIAD
THREAT LEVEL

Lawmaker Wants ‘Show of Force’ Against North Korea for
Website Attacks

By Kim Zetter B Juhy 10, 2008 | 1:45 pm | Categories: Cvbersecurity
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Rep. Peter Hoekstra (r-michigan)

House Intelligence Committee

“Whet her 1t 1 s a coun
whether it is, you know, more international
sanctions. .. but it is time for America and

South Korea, Japan and others to stand up to
North Korea or the next time . . . they will go

in and shut down a banking system or they

will manipulate financial data or they will

| manipulate the electrical grid, either here

i or in South Korea”
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PCWorld

UK, not North Korea, source of DDOS attacks,
researcher says

Martyn Williams (IDG News Service) 14 July, 2009 15:02 & Comments (10) Like
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G Global Digital Broadcast

the future of television

Press Release

14
Jul 08

DDoS on US and South Korea

Global Digital Broadcast Limited were aware of the circumstance in the middle of Monday night and due to the

nature and potential location it was coming from, have treated it with utmost severity. Qur engineers quickly
discounted it as coming from a Maorth Korean Government site, as suggested and was tracked back to the source

which was on a VPM circuit in Miami.
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“"Cyber whRatekt a s

Attribution through surveillance
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Mike McConnell

Former DNI
Senior VP Booz Allen Hamilton

“The private secto
share network information

-- on a controlled basis —

without 1T nviting |
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Welcome to the Global
Panopticon
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Signs of Things to Come

Some peopl e were e
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PACKET FORENSICS

Packet Forensics

http://www.packetforensics.com/

An appliance that subverts SSL using forged certificates

From the product’'s flyer:
“Your i1 nvestigative staf
whil e users are | ull ed I
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Big Brother Will Not Yield Attribution

This path will just undermine privacy
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Bruce Schneier
Chief Security Technology Officer, BT

“At t r - knowting whanis responsible
for particular Internet packets -- is
impossible. Attempting to build such a

system is futile, and will only give
criminals and hacke
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Deterrence is a Poor Strategy

OK, what about a different approach?
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m PROJECT AIR FORCE

CYBERDETERRENCE

U DERVWAR

MARTIN C. LIBICKI

“I'n t hi s medi u restddfehseis nbtmedcessarily ® 1
good offense; it is usually a good defense”
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Security Incidents

Common Origins

Aincompetent Users (are we just blaming the Victim?)
Adconfiguration Errors (e.g.
Alnsecure Software (0-Day exploits)
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Paranoid users? Solid Controls?

Guess what?
You can still get hammeredby 0-day attacks
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Secure until Proven Otherwise

The patch treadmill is reactive
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The Reactive Approach is Flawed

Exploits crop up in mature products
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E] % CanSecWest Vancouver 2010

Peter Vreugdenhil

Researcher from Netherlands

Pwn20wn 2010 Windows 7 Internet Explorer 8 exploit

| decided to write a quick document about the techniques | used to exploit Internet Explorer 8 on
windows 7 with ASLR and DEP enabled.

http://vreugdenhilresearch.nl/Pwn20wn-2010-Windows7-InternetExplorer8.pdf
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Assurance!

Security: from design to implementation
But even this is not enough..
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2007
California
Building
Code -

California Code of Regulations
Title 24, Part 2, Yolume 1 of 2

California Buildiag
Standards Commission

Based on 2006 International Bullding Code"

Standards &
Legislation

MSelf-r egul ation isn’t workKk

AT h e
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“"Cyberwar” as

The clear and present danger:
Cybercrime
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MH RISTIAN SCIENCE

Stuxnet malware 1s 'weapon' out to destroy
. Iran's Bushehr nuclear plant?

Stuxnet surfaced in June and, by July, was identified as a hypersophisticated
piece of malware probably created by a team working for a nation state,
say cyber security experts.

Could Stuxnet's target be Iran's Bushehr nuclear power plant, a facility
much of the world condemns as a nuclear weapons threat?

A geographical distribution of computers hit by Stuxnet... found Iran to
be the apparent epicenter of the Stuxnet infections. That suggests that
any enemy of | ran with advanced ¢
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00 AM PDT

chet news ‘*stuxnet Faatra theory

Elinor Mills

There's no hard evidence as to who is behind the malware or even what
country or operation was the intended target, though it's clear most of the

Il nfections have been 1 n Iran ..Rat
that statistic could merely indicate that Iran was less diligent about using
security software to protect its systems

Whomever was targeted has simply not disclosed it publicly, experts said. But,
again, there's no evidence of this.

Stuxnet has infected hundreds of thousands of computers, mostly home or
office PCs not connected to industrial control systems, and only about 14 such
systems, a Siemens representative told IDG News.
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Cybercrime is Everywhere

| t ° s n o hypdbhatisa&cenariosn

SAN Francisco
STATE UNIVERSITY

2010 Below Gotham Labs www.belowgotham.com —Kpg Z P;log,.(P;)
i



International Cooperation Disrupts Multi-Countrv
Cvber Theft Ring

October 01, 2010 FBI National Press Office

(202) 324-3001

The cyber thieves targeted small- to medium-sized companies,
municipalities, churches, and individuals, infecting their computers using
a version of the Zeus Botnet. The malware captured passwords, account
numbers, and other data used to log into online banking accounts. This
scheme resulted in the attempted theft of $220 million, with actual
losses of $70 millionf r om vi ct i ms’ bank ac
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$C~ INTERNET CRIME COMPLAINT CENTER

. an FBl] - NW3C Partnership

I1C3 2009 Annual Report on Internet Crime

COMPLAINTS RECEIVED | DOLLAR LOSS

2009 |336.6 $559.7 million

2008 |275.28¢ $265 million

2007 | 206,884 $239.09 million

207.492 $198.44 million
231,493 $183.12 million
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Speculation vs. Risk Analysis

Will we focus on Cybergeddon?

Or will we focus on events that have an actual
cost which we can directly measure?
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Who Facilitates Cyberwar Hype?

Why all of the fear and loathing?
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The Press

The primary outlets are large corporations
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From The Times

October 16, 2009

Wall Street Journal set for No 1 spot in US

“The average weekday sale of t
Corporation, parent company of The Times, reached 2.02 million copies

in the year to September, according to data filed with the Audit Bureau of
Circulations (ABC)."”
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Bloomberg
Businessweek

NEWS ANALYSIS August 10, 2007, 12:12AM EST

The Case for Freeing the WSJ Online

“Even for one of the most recog(
Ssubscription revenues can't <co

“The Jour nal makes an esti mat e
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Bloomberg
Businessweek

NEWS ANALYSIS August 10, 2007, 12:12AM EST

The Case for Freeing the WSJ Online

“The Journal currently charges,
the Times for each ad shown on its Web pages. It commands this higher
price despite a smaller online audience because the Journal's readers are
seen as business-minded, college-educated professionals with significantly
above-average wealth”
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The WSJ Has a Channel to Readers

Many of whom are decision makers
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They Sell this Channel

To the advertisers
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Buyers

SAN Francisco
STATE UNIVERSITY

2010 Below Gotham Labs www.belowgotham.com —Kp Z P;log.(P;)



Noam Chomsky

Professor, MIT

“What point of view
come out of this? | mean without any

further assumptions, what you'd predict is
that what comes out is a picture of the

world, a perception of the world, that

satisfies the needs and the interests and the
perceptions of the sellers, the buyers and

t he product .’
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The Press is Beholden to:

The shareholders
The Advertisers
Governmental News Sources
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Attracting the Decision Makers

Of f er excl usli ve acce

SAN Francisco
STATE UNIVERSITY

2010 Below Gotham Labs www.belowgotham.com —Kpg Z P;log,.(P;)
i



Max Frankel

Executive Editor, New York Timesl986 ¢ 1994
Pulitzer Prize, 1973

“Practically everythi.
does, plans, thinks, hears and contemplates in

the realms of foreign policy is stamped and

treated as secret -- and then unraveled by that
same Government, by the Congress and by the
press in one continuing round of professional

and social contacts and cooperative and
competitive exchanges
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Secrets as Currency

Used to further political agendas
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Covert Influence

Who has a large stockpile of secrets?
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FOREIGN AND MILITARY
INTELLIGENCE

BOOK 1]

FINAL REPORT
oY THE

SELECT COMMITTEE
TO STUDY GOVERNMENTAIL OPERATIONS
WITH RESPECT TO
INTELLIGENCE ACTIVITIES
UNITED STATES SENATE

TOGETHER WITH

ADDITIONAL, SUPPLEMENTAL, AND SEPARATE

VIEWS

%
b, - -
<

’

Arein 20 (legislative day, Aykir 14), 1976

SAN Francisco
STATE UNIVERSITY

Church Committee

Created on January 27, 1975
Chaired by Idaho Senator Frank Church
Report published in 1976

The report descri bes
hundred foreign individuals around the world
who provide intelligence for the CIA and at
times attempt to influence foreign opinion
through the use of covert propagand@hese
individuals provide the CIA with direct access
to a large number of foreign newspapers and
periodicals, scores of press services and news
agencies, radio and television stations,
commercial book publishers, and other foreign
media outl ets.”’

2010 Below Gotham Labs www.belowgotham.com _KB Z Pi IUEEEPE)
i



Carl Bernstein

Washington Post Reporter, 1966-1976
Exposed the Watergate Scandal

In a 1977 article in Rolling StongBernstein
asserted that the CI A
recruit and handle foreigners as agents; to

acquire and evaluate information, and to plant
false information with officials of foreign
governments."’m

http://carlbernstein.com/magazine_cia_and_media.php
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This Manipulation Continues

This is not something that went away

SAN Francisco
STATE UNIVERSITY

2010 Below Gotham Labs www.belowgotham.com —Kpg Z P;log,.(P;)
i



CIA Red Cell Memo

March 11, 2010

Afghanistan: Sustaining West European Support for the
NATOf SR aAdaaizy @2Keé [ 2dzyuA
Be Enough

This memo is a recipe for the targeted manipulatiosf
public opinion in two NATO ally countries, written by the CIA.
It is classified as Confidential/No Foreign Nationals.

http://wikileaks.org/wiki/CIA_report_into_shoring_up_Afghan_war_support_in_Western_Europe, 11 _Mar_2010
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e."".l http://cryptome.org/0001/wikileaks-again.htm

Leaks of secrets are now s
official and unofficial secret keepers to boost their budgets

and privileges and to garner public belief and best of all,
coins."”

“Secret keepers supply | eak
advertising hypnosi s.”?’
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Strictly Neutral Observers?

Long-standing relationships
with intelligence agencies?
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Thank You for Your Time
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