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About Your Speaker

AExperience in the ERP, Financial, & Network Security Domains
Andependent Security Researcher

ASometime Author: Cube Farm, Software Exorcism, etc.
AVICSE Windows Server 2003, MCTS Windows Server 2008
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What Is a Rootkit?

Her e 0 s &xpews defimethe term:

nSoftware that hides i1Itself or other
and Registry keys, from view of standard diagnostic, administrative,
and security software. o

AA rootkit I s a set of programs and
consi stent, undetectable presence on
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Services Provided by Rootkits

One way to define a rootkit is in terms of what it facilitates:

A rootkit establishes a remote interface that allows the system to be
manipulated (C2) and sensitive data to be collected (surveillance) in a
manner that is difficult to observe (concealment).

Rootkit technology can be used as a
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Design Goal '= Implementation

D o n @&ssociate rootkits with a specific tactic:

M rootkit can offer C2 Y wi tsingan tRC channel
M rootkit can monitor Y wi thout di thadwaré y acce
M rootkit can be stealthy Y wi t hou
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Rootkits are Posiintrusion Tools

Brute Force



ExploitBased Deployment

Single-Stage Dropper

Exploit [Payload = Dropper | Rootkit

Multi-Stage Dropper

Exploit [Payload Dropper | wgetexe , sftp.exe | ‘
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Rootkit Service Implementation

AHistorically the earliest tactic
AEasy to detect via a tool like Tripwire

« ATraditionally how Concealment is implemented
ASusceptible to Kernel Patch Protection et al

Moesndt require subvertimn
AFeasible approach for C2 and Surveillance
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How Do Rootkits Execute?

The 1A-32 processor family supports a 4-ring privilege model
Vista only uses two rings (for historical reasons)

:|' Hybrid Model

Mode DPL U/S Flag

User 11B Set

Kernel O0OB Clear

© Below Gotham Labs, 2009



UseeMode Modification

| Hook IAT

BOOL WINAPI WriteFile() UserApp.exe — Inject Code

Install COM object

| Windows Patch Code

| WriteFile() Kernel32.dll AP ‘

WriteFile()
ntdll.dll

KiFastSystemCall()

User-Mode

................................................... FAR JMP "e
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KernekMode Modification

Hook IDT Hook MSR Inject GDT Entry

User-Mode
|NT XNN mmn SYSENTE ............................................. FAR JMP .
Kernel-Mode
Ntoskrnl.exe
(Windows Executive)

Object Manager

KiSystemService() NI

Filter Driver
| o | :
w Alter Kernel Install Filter
BEI.O Hook SSDT  Patch System Calls Objects Hook IRP "7
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General Modification Tactics

Ultimately, memory is populated by either code or data

ACall Tables

Aernel Objects |
An-Place Patching

ADetour Patching

AFilter Drivers |

AHypervisors
ADLL & Thread Injection
ACOM & BHO Objects |

pELOW | . | .
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Call Tables

~ array of function pointers

Address
Address
Address
Address
Address
Address
Address

Address

00
01
02
03
04
05
06
07

*

“““““ For each processor on the system
“““““““ ADisable memory write protection
“““““ ALock access to the call table
ASave the old function pointer
....... ASwap in the new function pointer
.................. ARelease the access lock
............. AEnable memory write protection

*This algorithm is for Kernel-Mode call tables
Hooking in User-Mode is less involved
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Call Tables

User-Mode Call Table Shorthand Description
Import Address Table |IAT Specifies DLL imports

Kernel-Mode Call Tables (MSFT) Shorthand Description

System Service Descriptor Table SSDT Stores system call addresses

IRP Dispatch Table Driver-specific, routes IRPs

Kernel-Mode Call Tables (Intel) Shorthand Description

Global Descriptor Table GDT System-wide, install call gates
Local Descriptor Table LDT Task-Specific, install call gates
Interrupt Descriptor Table IDT Stores interrupt handlers
Machine Specific Registers WISIRE Used by SYSENTER
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Kernel Objects

ANOT talking about C++ Objects (as in Object-Oriented Program)
AVi ndows kernel objects donot

template <class T>
class ArrayStack: public Stack <T>
{
public:
ArrayStack(int);
~ArrayStack();
virtual bool DumpOn(ostream &);
virtual bool Pop(T &);
virtual bool Push(T &);
private:
unsigned Capacity;
unsigned Contents;

“mw T* Data;
Go‘l‘llﬂ“ ;
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Kernel Objects

AOperations are performed by the Object Manager subsystem
AObijects are implemented as C structures (blobs of related data)
AExamples: nt!_EPROCESSnt! DRIVER_OBJECT nt!_ TOKEN

ACan examine via a kernel debugger (cue the StarWarsmu s i ¢ é)
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