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About Your Speaker
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ÁExperience in the ERP, Financial, & Network Security Domains

ÁIndependent Security Researcher 

ÁSometime Author: Cube Farm,  Software Exorcism,  etc. 

ÁMCSE Windows Server 2003, MCTS Windows Server 2008



What is a Rootkit?
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Hereôs how the experts define the term:

Mark Russinovich

ñSoftware that hides itself or other objects, such as files, processes, 

and Registry keys, from view of standard diagnostic, administrative, 

and security software.ò 

Greg Hoglund

ñA rootkit is a set of programs and code that allows a permanent or 

consistent, undetectable presence on a computer.ò



Services Provided by Rootkits

4©  Below Gotham Labs, 2009 

One way to define a rootkit is in terms of what it facilitates:

ÁCommand and Control (C2)

ÁSurveillance

ÁConcealment

A rootkit establishes a remote interface that allows the system to be 

manipulated (C2) and sensitive data to be collected (surveillance) in a 

manner that is difficult to observe (concealment).

Rootkit technology can be used as a Force Multiplier



Design Goal != Implementation

5©  Below Gotham Labs, 2009 

Donôt associate rootkits with a specific tactic:

ÁA rootkit can offer C2 Ÿ  without using an IRC channel

ÁA rootkit can monitor Ÿ  without directly accessing hardware 

ÁA rootkit can be stealthy Ÿ  without overtly hiding system objects

Not all rootkits communicate over IRC, 

Or access hardware, 

Or hide objectsé  



Rootkits are Post-Intrusion Tools
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Exploit-Based Deployment
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Method #1 Single-Stage Dropper

Method #2 Multi-Stage Dropper

Exploit Payload Dropper Rootkit

Exploit Payload Dropper wget.exe , sftp.exe



Rootkit Service Implementation
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Concealment

C2

Surveillance

Patch Binaries on Disk 
ÁHistorically the earliest tactic

ÁEasy to detect via a tool like Tripwire

Patch Memory at Runtime
ÁTraditionally how Concealment is implemented

ÁSusceptible to Kernel Patch Protection et al

Use Existing Interfaces
ÁDoesnôt require subverting kernel security

ÁFeasible approach for C2 and Surveillance 



How Do Rootkits Execute?
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Ring 3

Ring 2

Ring 1

Ring 0

User-Mode

Kernel-Mode

Hybrid Model

The IA-32 processor family supports a 4-ring privilege model

Vista only uses two rings (for historical reasons) 

Mode DPL U/S Flag

User 11B Set

Kernel 00B Clear



User-Mode Modification 
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UserApp.exe

Windows 

API   

ntdll.dll

Kernel32.dllWriteFile()

BOOL WINAPI WriteFile()

WriteFile()

KiFastSystemCall()

INT 0xNN SYSENTER FAR JMP
User-Mode

Kernel-Mode

Hook IAT

Inject Code

Install COM object

Patch Code



Kernel-Mode Modification
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INT 0xNN SYSENTER FAR JMP
User-Mode

Kernel-Mode

Ntoskrnl.exe
(Windows Executive)

KiSystemService()
I/O Manager

Filter Driver

Kernel-Mode Driver

NtWriteFile()

Hook IDT Hook MSR Inject GDT Entry

Hook SSDT Patch System Calls
Alter Kernel 

Objects
Hook IRP

Install Filter

Driver

Object  Manager

Object
Object

Object

KiFastCallEntry()



General Modification Tactics
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Modify Data

ÁCall Tables

ÁKernel Objects

Modify Existing Code

ÁIn-Place Patching

ÁDetour Patching

Introduce New Code

ÁFilter Drivers

ÁHypervisors

ÁDLL & Thread Injection

ÁCOM & BHO Objects

.idata (import section)

.rsrc (module resources)

.data (global/static data)

.text (default code)

Ultimately, memory is populated by either code or data

Rootkits often employ a combination of tactics (e.g. bootkits)

.reloc (relocation records)



Call Tables

13©  Below Gotham Labs, 2009 

Address_00

Address_01

Address_02

Address_03

Address_04

Address_05

Address_06

Address_07

For each processor on the system

ÁDisable memory write protection

ÁLock access to the call table

ÁSave the old function pointer

ÁSwap in the new function pointer

ÁRelease the access lock 

ÁEnable memory write protection

Call Table ~ array of function pointers

ñHookingò Algorithm*

*This algorithm is for Kernel-Mode call tables

Hooking in User-Mode is less involved



Call Tables
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User-Mode Call Table Shorthand Description

Import Address Table IAT Specifies DLL imports

Kernel-Mode Call Tables (Intel) Shorthand Description

Global Descriptor Table GDT System-wide, install call gates 

Local Descriptor Table LDT Task-Specific, install call gates

Interrupt Descriptor Table IDT Stores interrupt handlers

Machine Specific Registers MSRs Used by SYSENTER

Kernel-Mode Call Tables (MSFT) Shorthand Description

System Service Descriptor Table SSDT Stores system call addresses

IRP Dispatch Table Driver-specific, routes IRPs



Kernel Objects
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The Windows OS is ñObject Basedò

ÁNOT talking about C++ Objects (as in Object-Oriented Program)

ÁWindows kernel objects donôt possess member routines

template <class T>

class ArrayStack: public Stack <T> 

{

public:

ArrayStack(int);

~ArrayStack( );

virtual bool DumpOn(ostream &);

virtual bool Pop(T &);

virtual bool Push(T &);

private:

unsigned Capacity;

unsigned Contents;

T *      Data;

};



Kernel Objects
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Object Ÿ Abstraction of a System Resource
ÁOperations are performed by the Object Manager subsystem

ÁObjects are implemented as C structures (blobs of related data)

ÁExamples: nt!_EPROCESS, nt!_DRIVER_OBJECT, nt!_TOKEN 
ÁCan examine via a kernel debugger (cue the Star Wars musicé)


